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- INTRODUCYION

This paper disCusses some of the importvant lssues in ~
communication protocol design bearing on the correct operation of
the protocol. The possibility of loss, duplication, failure to
deliver, and out-~of-order delivery of messages is analyzed, The
problem of confusicon between packets from different incarnations
of a connection is discussed in companion papers [T0J, (BE], and
(DA], 1ssues of eificiency (bandwidth, delay, retransmission
rate, buffer reguirements, flow control) will be discussed in a
later paper. S v o : v o

sectipn 1 formaliy describes the basic failure modes of a simple
positive acknowledgement/retransmission protocol without
sequencink, flow control, fragmentetion, or opening and closing

of connections. 8ection 2 introduces sequencing. D

C o 4. BASIC PROTOCOL
DEF: A positive ACK/retransmission communication (PAR) protocol:

Consists of 4 SENDING DISCIPLINE, a RECEIVING DISCIPLINE, and
'8 TRANSMISSION MEDIUM for transmitting MESSAGES (packets,
letters, finite length bit sequences) between users, Purpose
is to mask the effect of errors in the transmission medium

*»

from the en¢ ugers of the protocol..
SENDING DISCIPLINE 4s £OLllows:

" Each megsage submitted by user is assigned a unique
identifier, (Ignore the problems 0f an infinitle ID space
in this formal definition,) The message 18 transmitted,
and a copy is retained, ' ' :

Arriving ACK's are checked, and damaged ones discarded#,
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retained copy is diacardqﬁm%anq_yhe user notified of
Success). If ne ACK 1w ree ,

timeout period K, the copy™is awain transmitted and the
cyele repeated, - If the retry’ count has been exceeded,
‘Tetransmission is suspended .fand the user notified).

ACK'S for discarded megsades aré-ignored,

RECEIVING DISCIPLINE as follows:

Eacn message received from the transmission medium is

checKked for integrity and discarded if damaged#, o

If not damaged, then add the message's IL Lo the 1ist of
~Teceived message ID'S and transmit an ACK referencing the

idenvifier. 1If the identifier is already in: the 1list,

discal'd the meSSage a8 a duplicate, OtnerWiSe deliver the

mesgsage to the user,

TRANSMISSION MEDIUM:

.

Characterized by Such. parameters a8 delivery time (delayl,
maximum nessage Lifetime in-medium,1maximum°bandw1dth, (non

unity) ‘loss probability, and {non unity) damage
nrobability. .

The comﬁlicétions:bf addressing, routing, and multiplexing

many connections over a singie path are ignored here=~=-tne
protocol is defined for a singie connection, .

The protb¢§l 1s said tb‘bﬁ-INITIALIZED’wnen both sides have
empty received message 1lists and no nessages have been sgent,

{How to reliapi accomplish this is discussed in (T0], [BEJ,.

and [DAJ.) - '

The protocol is functioning CORNECTLY if the protocol has been

initialazed, and tne‘sending‘and.receiving disciplines are -

followed without error on both aides. Otherwise theé protocol

is funciioning INCOKRECTLY.

#Strictly speaking, it may not be possible to detect all
DOsgible damage, resulting in occasional acceptance of g
fauity packet or ACK. However, this probability can be made
arbitrarily smzll by use of checksums and other coding
tecnnigues, ‘

Definition of failure nodes:

DEF: A protocol FAILS TO UELIVER a nessage if it 1s possible

‘that a message submitted to the Protocol is not successfully
delivered, - .

¢e3ved within the rebransmissibn_
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DEF: A protocol is said to LL"E meswages if it can report
guccessiul delivery of & nes a‘nghén in fact the nessage has

not . peen successfully deliv«r;

DEF:. A protocol i8 said to Er e;& z DUPLICATES if a.single
message Supmitted by the uger he Aending discipline can
result in more than one copy of the:message deliveled by the
receiving discipiline. (0f course, if the Uder supmits the
Same message LWice, bolh copies Will be delivered at the other
end--this i8 not duplication,)

THM 13 A correcbuly functioning PAR protocol Wwith infinite retry

_count never fails to deliver, loses, or duplicates meSsages.

COR 1A: A correctly functloninp PAR protocol wWith finibe retry
count never loses or duplicates mes8ages, and the probability
of failing to delivVer a mesaage can be made arpitrarily Small

by the Senuer.

PROOF. 4
; : %
DUPLICATION: No duplicate megsage generated by %he sending
discipline or transmission medium Will ever be delivered to
"the user, vecalse in checking the 1i8t of received message
ID's, uh~ receivlng discipllne Wwill disdcard bthem,

LOSS AND FAILURE TO DELIVER:

There is a nonzero probability that the transmission
medium Will successfully transmit a message. Hence an
infinite retry count implies eventual successful ‘
delivery with probability one. (HoWeVer this may take a
long time if the transmission medium 13 nlghly '
‘unxallab¢e1) '

For finite retry counts, the count may be exceeded
pefore successful transmigsion. lowever, the user is
‘notified that the message may not have been delivered
(it also may haVe been delivered if tne ACK's are losv),
and it 18 up to him to command the protocol to reset the
retry count and continue, or give up. The protocol
never reports succegsful delivery falsely, and the user

' can make the probability of failure to deliver
aarbitrarily small by increasing the retry count or
changing other parameters of the protocol.

QED




23 A PAR protocol with inf@n te or. tinite retry count that is
cbioning 1ncorrect1y because "Lhe, reéceived megsage ID list is
_ﬂll either loseé nmesgsages,

@
generate duplicate messages, or: fall to deliver messages, and the
failure probability cannot be mgde “arbgtrarily small by the
sender. ' .

B

P900F' Supﬁose the protocol was inftislly functioning
correctly. Without loss of generality, let side A be sending
message X to side B, , - :

Suppose thdat when B fails, it loses its received message IU
list, but then continues to function normally.  Suppose the
- original transmission of X arrived intvact at B and was
‘delivered, but the ACK was damaged or delayed, Then B
fails, clearing its received message ID list. A
retransmission of X then arrives, and is not detected as a
duplicate, hence is delivered to the usger.

Alternately, suppose that when B receives any megsage from
A after failing, it notifies A of ,the failure, and rejects
any messages until the protocol i8 initialized again. In
this case A reinitializes the protocol (by some foolproof
means beyond the scope of this analyszs). But then A nust
decide what to do about x:

1 a sends X, it may be a duplicate as abpove,

If A doesn't sernd X, and reports success, the message

@ZD ‘ may be Lost (if B failed before receiving a KOOG copy of

L)%

)

If A notifies the‘user‘of the fallure and the uncertain
fate of X, the user has the same poassibilities for
failure: ‘ ‘

,Cont;nue trying to send X which may result in a

- duplicave as above, (This couldn't happen in THM 1,)

Give up wnich may be a failure to ‘deriver X.
Furtnermore, the sender cannot make the probability

of failure to deliver arbitrarily small by changing .
parameters available to nim, since this failure
depends on the reliability of the receiver.

QED

THM 3: A PAR frotocol that is functionine incorrectly because the
Sending discipline loses track of ID's used or messages pending

(sender crashes and restarts), will either lose messages or falil

o deliver messages.

PROOF:

7P
@
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31 Lf the smender loses L gx of 1D's, 4nd reuses an 1D for
eV message, lhe receiver’ QELQQAOK 1t but discard the
sage as a duplicate, How' Fre the sender will rece;ve tne

.FAILURE TO D“LLVER' If the sg g8t iscipline loses‘messagés
that have teen iransmitted, hudnol yet ACKed, it ceases to
retransmit them, and they are not delivered, Furvhermore tae

user may not even be notified of the failure.
0ED |

DISCUS3IUN: Theorems 1l-3 demonstrate the fundamental limitations
of PAR brotocols: they successfully mask errors in the
transmission medium, LUt not surprisingly, they cannot guarantee
‘reliabie transmission when part of the protocol itself is
vViolated due to failure of one side or the other. The
inrormation maintained at both sides of the protocol is necessary
for Cerect functioning.

Many pro*Oco' des;rners persist in tpying to get around this
fundamental 11mitation by introducing more complicated control
mechaniams usually involving reinitializing the connection.
This is. really just a special case of opening and closing
connections. The issue of {re)initialization and termination
is seperavle from the issue of reiiability within a
connection, and tneorems 2 and 3 show that given certain types
of failure, there can be no guaranteed reliability with PAR
type communication protocols.

@i. ' Those desiring greater reliabilty may implement fajilure

~recovery dchemes at a higher (user) level (where they meet the
same problemsj, or reduce the possipllity of fallure with
self-checkinp or redundant machines, back=-up stores,

.vcneckpointing. or otvher means. :

2. SEQULNCLNG

The basic PAR protocol above does rot concern 1taelf with
Sequencing. In partjcular, it is possible due to alternate
routing or loss and retransmission within the transmission medium
for. messazes 1o arrive in -a different order from which they were
sent,  To guarantee in~order delivery, the basic PAR protocol
must be augmented with a sequencing mechanism,

DEF: A Sequencing PAR (SPAR) protocol is a PAR protocol wmth the
£ollowing adajitions:
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4 DISCIPLINE: The sendinv dzsc;pllne maintains a

NGk NUMBER (8N). Each méEsage gubmitted by the: uger has
tached (along wWith ID),~hng*& qn SN is incremented, (To
cilitate fragmentation or sﬁfrage ‘allocation, the sequence
‘number may novu be on a nessage pasig, but rather on a byte
pasis a8 in [UVEKAJ. However1thk fes not alter the baasilc
behaviour of the mechanism, ahd . not be considered

; further )

<5:

REOEIVINo DIqQIPLINb The receiving discipline malntains an
eXxpected sequence number (E8N). After discarding damaged
packets, the message's ID and SN determine the action to be
taken according to Table Lo

TABLE 1t ' c
‘ S message SN : ESN v
Lower equal ' higher
id new - can't. ACK, geliver to discard as

| _user, INC, ENTER  out of order
id old ACK, discafd' can't® ?can'#

,where ACK means transmlb an ACK referencing 1D;
INC means increment ESN;
ENTER means enter the messaze's ID in the received
message ID list; '
can'y means this case cannot oucur. .

@i’ The protocol i# said to be INITIALILED when SN and ESN are

W equal to each other (may be different in the two directions),
and no messages have been sent, and both sides have empty
received message ID lists. .

Note tuat in this SPAR nrotocol. the sequence number and
identifier maintain redundant information. In particular, the
receiving discipiine never needs tc check the received message ID
list for duplicates, because the ESN screening does this. Since
it is easier to remember a single ESN than & potentially infinite
1i8t of iD's, the ID can be dropped entirely from the SPAR :
protocol, with the sequence nunmber performlng both the duplicate
detection and sequencing functions: , _ :

SENDING DISCIPLINE:
The sending discipline maintains a sequence number (SN).
Each message submitted by the user has SN atltached, and
then SN 1s incremented. The nessage 1is transmitted, and a
copy retained, - ‘ _ L

ArTiving ACK's are checked, and damaged ones discarded.

®
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an ACK referencing ¥ 1& 3N ia received, the retained
y is discarded (and thidiuger netified of success), If
no ACK is received within pé?retransmisaion timeout period
'K._the copy i8 again trana%ibted and the cycle repeated,
I1f the retry count has bgrnaexcgpded, retranamission is
s & ') » v .

suspenqed {and the user no

ACK'S for dlscarued messaeas af% iznored.

RECEIVING DISQIPLLNL.

The recelving discipline maintalns an expected sequence
number (ESH).

Each message received is checked for integrity, and
discarded if danaged.

if not damaged, compare the message's SR with E£3SN.

Ti less, transmit an ACK referenc1ng Lhe messaﬁe's SN
4nd discard the message a8 & duplicate.v : ,

If egual, transmit an Ack, deliver the measage to tne
, user, and increment ESN ' _

1f greater, discard the message a8 oul of order., (ror
cgreater efficiency, the receiving discipline may choose
40 Keep some number of out of order messages for a time,

The cosUs and benefits of such schemes will be d;scussed

! EEE in a4 later paper.)

Tne pxotocol 18 sald to bhe INITIALIZED when SN and ESN are
equal to each cther (may be different in the tvwo directions)
and no messages have bheen sent, _

DEF: A SPAR prctieccol delivera nessages OUT OF ORDER if it is
‘possible for messzges to be delivered in a dszerent order than

they were submitted.;
Theorems 1-3 carry over straightforwardly to SFAR protocols.

COR 1B: A correctly functioning SPAR protocol with infinite
retry count never fails to deliver nessages, loged messages,
duplicates mesgages, or delivers messages out oi order,

PROOF. The xlrSL three parts are proved as in theorem 1
. with the sequence number acting as ID. If a message ever
arrives 2t the receiving discipline vefore one of itas
predecessors, the ESN check will cause it to be discarded.
¢nly the next message in order can be delivered to the
user. QED
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~ A 3PAR protocol that i ffunction;ng incorrectly

ause Lhe receiving disciplﬂﬂe Tpded E8N, will either loase

aaues, lupliuate messages, E?ail to deliver messages,

8N and SN become

COR ac A mALxunctioninx SPAR\wue ;
£1.%0 del¢ver messages.

desyncnronIZed may completely!

PHOOF DenynchroniZ¢tion nay occur 1f either the sending or
receiving discipline fails t¢ maintain SN or ESN as
specified. If HESN winds up below Lhe sequence number of
all outstanding messages, the "expected" sequence number
will never appear at the receiving discipline, and no
message Will be dccepted. QED

Even if SN and ESN are lost or misset, a malfunctioning
SPAR Will not deliver nessages out of order as long as the
ESN screening in the receiving discipline is obeyed,
(Dupllcates may be deliVered a8 in COR 2B.)

"As a pract1c¢1 consideratlon, the infinite sequence number space
agaumed for SFAR is just as unrealistic &s the infinite unique ID
space for PAK. However, a finite sequence number Space (with
Wrap around) can be made to function as if it were infinite, if

" certain constraints on the numher of messages pending, and
suitable modulo definitions of "less" and “greater" for sequence
number conparisons are adopted, 8uch a scheme (also including
~flow control) is described in [ceka) and [cedasu) where ESN
correspond& to the receiver's left window edge.,
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